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CAPTCHA, Completely Automated Public Turing test to tell Computers and Humans Apart, is widely used
as a security mechanism to classify human and computer. This security mechanism is based on the Turing
Test, which has been conceived to ensure network security. Usability is another fundamental issue, which
can avoid human users proceeding tedious and time-consuming operation. CAPTCHA design should con-
sider security and usability simultaneously. This paper provides a review on the development of CAPTCHA

Keywords: technologies for human and computer classification, along with their applications and instantiations. Dif-
CAPTCHA ferent from previous CAPTCHA survey, this review discusses the CAPTCHA mechanism from usability and
Usability security aspects, therefore attacking (anti-classification) and defending (classification) technologies to-
Security wards current CAPTCHA are both reviewed. Besides, recent emerging CAPTCHA and the attacking tech-

niques are also introduced in this paper, such as game CAPTCHA, deep learning-based attacking, and etc.
© 2020 Elsevier B.V. All rights reserved.

1. Introduction

CAPTCHA (Completely Automated Public Turing test to Tell
Computers and Humans Apart), also called HIPs (Human Inter-
action Proofs) [1], is a test to classify human users and com-
puter. Typically, these problems are based on hard Al, which most
human users can pass, but computer cannot [2]. The idea of
CAPTCHA is derived from the Turing test [3], however it is dif-
ferent from Turing test in three folds. Firstly, the generating and
scoring of CAPTCHAS are finished by machine automatically; sec-
ondly, the purpose of designing CAPTCHA is to identify the differ-
ence between human and computer, instead of avoid distinguish-
ing; thirdly, CAPTCHA is a kind of security mechanism, while most
Turing tests are used as an indicator to reflect the progress of Al
[4]. Therefore, CAPTCHA is usually regarded as a kind of Reverse
Turing test for humans and computer classification [5-10].

CAPTCHA technology is involved in many research fields, such
as artificial intelligence, network information safety, natural lan-
guage processing, computer vision, signal processing, and etc. At
present, CAPTCHA is mainly used for network security to classify
humans and computer, so as to ensure the safety of network ap-

* Corresponding author at: School of Computer Science and Technology, Wuhan
University of Science and Technology, Wuhan 430065, China.
E-mail address: xuxin@wust.edu.cn (X. Xu).

https://doi.org/10.1016/j.neucom.2019.08.109
0925-2312/© 2020 Elsevier B.V. All rights reserved.

plications [11-16], including online voting, email registration, spam
mail [17-21], weblog, search engine, chat room [22-24], and dis-
tributed denial of service. However, the usability of some exist-
ing CAPTCHA is far from satisfactory, human users usually have to
face tedious and time-consuming operation [17,25]. According to
reports, it takes 10 seconds in average for a human user to iden-
tify typical CAPTCHA characters with noise interference. Therefore,
CAPTCHA design should consider security and usability simultane-
ously. As illustrated in Fig. 1, the key points of CAPTCHA design lies
in exploring the gap of recognition ability between human users
and computer.

This paper provides a review on the development of CAPTCHA
technology. The main contributions of this review are in four folds:

1. This paper discusses the CAPTCHA mechanism from usability
and security aspects, therefore attacking and defending tech-
niques towards current CAPTCHA are both reviewed;

2. For text CAPTCHA, this paper summarizes the genetic attacking
methods towards them, especially adds the deep learning-based
attacking techniques;

3. This paper reviews image CAPTCHA using a different type of
categories from previous survey, and summarizes typical cur-
rent image CAPTCHA with good safety;

4, Recent emerging CAPTCHA are also introduced in this paper,
such as game CAPTCHA.
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2.2. Genetic attacking methods towards CAPTCHA

In general, genetic attacking methods first find the locations of
objects to segment them; then, the objects can be recognized. Gen-
erally, object segmentation is more difficult than object recognition
for machines. For example, there are many OCR (optical character
recognition) programs that can effectively identify single characters
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Fig. 1. Using CAPTCHA/HIP for human and computer classification based on their
difference in recognition ability [26].

2. Existing CAPTCHA and genetic attacking methods
2.1. Existing CAPTCHA

CAPTCHA [27] can be divided into text CAPTCHA, Image
CAPTCHA [28], Sound CAPTCHA [29], and etc. Human users and
machines show different recognition capabilities when facing
CAPTCHA with different carriers and contents [30]. The character-
istics are briefly summarized in Table 1.

Text-based CAPTCHA is simple and the most widely used type
of CAPTCHA. It aims to evaluate the difference between human and
computer in recognizing character sequence. Text-based CAPTCHA
utilizes alphabets with lower & upper cases and digits from zero
- nine to formulate a large question pool. Users may have difficul-
ties in identify the correct text or characters like Multiple Fonts,
Font size, Blurred Letters, Wave Motion, and etc., when empha-
sizing more on the security of text-based CAPTCHA. While text-
based CAPTCHA is vulnerable to character segmentation attacking
and OCR recognition attacking [23], when emphasizing more on its
usability aspect.

Image-based CAPTCHA can provide challenge tests to identify
the difference between human and computer in understanding im-
age content. Commonly used challenges include image object de-
tection, target recognition, and scene understanding. Because most
image CAPTCHAs do not need text inputs, they are suitable to im-
plement on mobile devices with better usability. However, image-
based CAPTCHA requires large image pool, as limited input space
may easily be attacked by machine learning.

Sound CAPTCHAs are usually developed for the convenience
of the visually impaired as a supplement to text and image
CAPTCHAEs. It is based on the difference in the ability between hu-
man and computer in recognizing voice signal. Many portals are
equipped with sound CAPTCHAs in text and image CAPTCHAs, and
ask user to enter the same words as which are spoken in the audio
clip.

Table 1
existing CAPTCHA classification.

in a text CAPTCHA, but it is relatively difficult to separate these
characters from the CAPTCHA. Generally, a CAPTCHA can be con-
sidered to be of high security when the machine’s recognition rate
for CAPTCHAs is below 0.01%. The basic attack methods, which per-
tain to CAPTCHA object segmentation and object recognition, are
briefly introduced below.

2.2.1. Object Segmentation Attack

The CAPTCHA object segmentation, which occurs after the pre-
processing step, is usually combined with the vertical histogram,
color filling, snake and other methods. The preprocessing step
mainly removes noise interference [31], such as background pat-
terns [32] and connecting arcs [33], to facilitate CAPTCHA object
segmentation. An example of connecting arc removal is shown in
Fig. 2.

Vertical Histogram: The object segmentation method that is
based on the vertical histogram is proposed in Yan et al. [33,38].
The main idea is to segment according to the gray value difference
between the object and the connection line, which is shown in
Fig. 3.

Colour fill: This method segments according to the connectivity
of each object [33]. By traversing the foreground pixels, the main
idea is to find all the foreground pixels that are connected to them.

Snake segmentation: This method uses the snaked broken line
to segment each object in a CAPTCHA [38]. It is as shown in Fig. 4.

2.2.2. Object recognition attack

Object recognition attacking includes pixel statistics [39], dic-
tionary attacking [39], object recognition attacking [40] and etc.

Pixel Statistics: This method only works if the pixel number of
CAPTCHA objects remains the same and the pixel number of each
object is different. The pixel statistics result for standardized En-
glish characters is shown in Fig. 5.

Dictionary Attack: This method is mainly designed for
CAPTCHAs that only use certain characters and have a limited
number of character combinations. In addition, it can be used in
conjunction with pixel statistics, as shown in Fig. 6.

Object Recognition Attack: This kind of method adopts artifi-
cial intelligence algorithms to recognize different CAPTCHA objects.
The common attack methods include pattern matching [26], OCR
recognition, machine learning [40], etc.

2.2.3. Other CAPTCHA attacking methods

Random guess attack: This kind of attack, which is also called
the blind guess attack, is generally used when a CAPTCHA has a
small input space and there is no limit to how many attempts a
user can make.

Object type Corresponding hard Al problem

Characteristics

Text-based CAPTCHA Recognize character sequence

Image-based CAPTCHA Understand image content

Sound-based CAPTCHA  Recognize voice signal

The most widely used type; vulnerable to character
segmentation attacking and OCR recognition attacking
[23].

Convenient to use; input space is limited and easily be
attacked by machine learning.

Seldom used; usually be regarded as the assist of
text-based and image-based CAPTCHA.
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Fig. 7. Remove interference of EZ-Gimpy using preprocessing algorithm.
3. CAPTCHA technology attacking and defending review
Fig. 3. Vertical histogram segmentation.
Since the idea of the CAPTCHA test was proposed, many kinds
of hard Al problems have been designed for human-machine in-
’ teraction verification by researchers [41,42]. Some CAPTCHA tech-
J nologies have been widely used, while other CAPTCHA technolo-
|" gies, which are not actually used, are only schematically designed
[43,44]. Therefore, while reviewing the attack and defence pro-
cesses from the perspective of security and usability, this paper
pays more attention to CAPTCHA solutions that have been applied
in practice at present. However, other schemes are analysed ac-
cording to their design ideas.
Fig. 4. Snake segmentation.
3.1. Text CAPTCHA
Letter  Pixel Count Letter  Pixel Count .
A 183 N 239 The most commonly used CAPTCHA type is the text CAPTCHA
B 217 o 178 [45,47]. The main idea‘ is to defend against malicious bot program
C 159 P 162 attqcks based on the dllf.ferenc.es betwgen humans ancl. machines in
D 192 Q 229 their character recogmtlon ability, which has_begn widely used to
E 163 R 508 guarantee the security of many network applications [33-53].
F 133 S 194 (1) English words as text
G 190 T 175 . . . .
EZ-Gimpy is a kind of text CAPTCHA that was designed by CMU.
H e = s The text of this CAPTCHA type is comprised of English words [54].
L 121 . 162 To improve security, EZ-Gimpy adds different types of interference
J 11 W 234 to English words, such as black and white lines, background net-
K 178 X 181 works, gradients, blurs, and pixel noise. However, EZ-Gimpy can
L 111 Y 153 be easily attacked by using the image preprocessing method. For
M 233 Z 193 example, Simard et al. [32] adopted the preprocessing algorithm,
Fig. 5. Character pixel statistics which can effectively eliminate these noise interferences [55], as
e ’ shown in Fig. 7. In addition, because EZ-Gimpy uses English words
and has a small input space, it is vulnerable to pattern matching
‘ attacks. For instance, Mori et al. [56] used shape matching to rec-
l l l l l { ognize an entire English word, and the recognition rate reached
Recognized 92%. In addition, Moy et al. [42], in which the recognition rate is
| Word :I;I:‘:l 99%, structured a template based on a single English character and
oyl
00 ZIetiondT) compared the characters one by one [58].
84 | To enhance the security of a CAPTCHA, another type of inter-
3 : : | | ference noise (random trimming [59]) is adopted by CAPTCHAer-
— Pheclsapmetaing vice.org. However, this kind of interference noise has already been
cracked successfully by Yan et al. [38]. As shown in Fig. 8, the sin-
All candidates words gle character is segmented based on colour; then it is recognized
by using pixel statistics and dictionary attacking and achieves a
Fig. 6. Dictionary attack. recognition rate of 94%.
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Fig. 8. An attack against CAPTCHAervice.org.

Wischer pudget

Highest count: Fischer ( 188) budget ( 192)
Longest word: pitcher ( 5) widget ( 2)
Longest w/ count:  Fischer ( 188) budget ( 192)

Fig. 9. An attack against reCAPTCHA.

The above CAPTCHA has a small input space, and the used in-
terference noise is easily removed by the existing OCR program
[60]. Therefore, this kind of CAPTCHA has low security [46-63],
and other similar CAPTCHAs include Gimpy [64] and others.

To enhance the security of CAPTCHA, reCAPTCHA was proposed
to select English words from old printed materials or scanned
text as CAPTCHA text [65-G7]. ReCAPTCHA allows users to rec-
ognize two English words in a test in which the English word
with the tag is used for human-machine recognition. Then, the
authentic human user’s input is regarded as a label of another
word. First, this approach can defend against the recognition at-
tacks of traditional OCR programs. Second, this method can also
effectively increase the input space of the CAPTCHA. However, re-
CAPTCHA is also cracked by the following tactics. As shown in
Fig. 9, Wilkins et al. [68] adopted a preprocessing step to assist the
OCR recognition. This method uses a series of corrosion and expan-
sion preprocesses for each character before OCR recognition, which
achieves a recognition rate of 17.5%. Starostenko et al. [69] fo-
cuses on analysing character directions, folds and other changes
in reCAPTCHA and proposes an SVM-based classification to seg-
ment and recognize attacks, which has a recognition rate of 94%. In
addition, the recognition rate of reCAPTCHA has been further im-
proved through the continuous development of deep learning tech-
nology in recent years. For example, Goodfellow et al. [70-73] uses
deep convolutional neural networks to integrate object segmenta-
tion and object recognition attacks [74,75]. This method has been
successfully used for recognizing the street view character text in
reCAPTCHA, thus achieving a recognition rate of 99.8%

Using English words as CAPTCHA text has good usability. How-
ever, this type of CAPTCHA is vulnerable to be attacked because of
its limited space (words).

(2) Random string as text

Another kind of text CAPTCHA uses random strings [76] to ex-
pand the solution space, such as Ticketmaster [77]. To improve
security, it adds a random angle crossover line to CAPTCHA text.
However, it is also hard for Ticketmaster to defend against the pre-
viously mentioned attacks against EZ-Gimpy, and the main differ-
ence is only in the processing of the random angle crossover line.
As shown in Fig. 10, Simard et al. [32] adopts dilution and corro-
sion operations to remove these crossover lines in CAPTCHA, which
can achieve a recognition rate of 4.9%.

Considering that the increasing difficulty of object segmentation
can more effectively improve the security [4] of CAPTCHA com-
pared with object recognition, the MSN CAPTCHA randomly adds
three different thick connection curves between characters to in-
crease the difficulty of character object segmentation [78]. With
respect to the interference of the connection curve, the vertical
histogram and color filling methods were used in Yan et al. [33],
which is shown in Fig. 11. By combining features [34-37] such
as shapes, positions, pixel statistics, etc., the interference in these
connection curves can be effectively avoided with a recognition
rate of 60%. Nakaguro et al. [79] proposed a multiple interaction-
based secondary snake attack method, which can achieve a recog-
nition rate of 83%.

Aiming at Internet banking, Li et al. [80] attacked three types of
transaction confirmations and 41 types of text CAPTCHAs for users
logging in. This attack is mainly aimed at the interference in the
connection lines, noise points and character overlaps that are used
in these text CAPTCHAs. Then, a corresponding attack method of
image processing and pattern recognition was proposed [81], such
as k-means clustering, digital image restoration, morphological im-
age processing, cross-correlation character recognition, image qual-
ity evaluation, etc.

Hollow CAPTCHAs attempt to use contour lines to construct
the connected hollow characters to improve security and usabil-
ity. However, Gao et al. [82] proposed an attack method to convert
hollow characters to solid characters. As illustrated in Fig. 12, the
main idea is to divide the CAPTCHA into multiple parts using color
filling and then use the convolutional neural network for recogni-
tion. The results show that this attack can achieve a recognition
rate of 93% for Tencent’s Hollow CAPTCHA.

Using random strings can extend the input space and solution
space to some extent. However, because the number of charac-
ters is fixed, the available character combinations are still limited;
thus, there is still the possibility of attacks using pattern match-
ing. To increase the identification difficulty of a pattern matching
algorithm, researchers attempt to use handwriting as the CAPTCHA
text to further expand the input space. Thomas et al. [83] and
Rusu et al. [84] proposed a handwritten text generation method
and added different kinds of interference to prevent OCR program
recognition. However, this kind of handwritten CAPTCHA has poor
usability, and sometimes it is hard for users to correctly recognize
these random strings. Although English words are used as text, the
guessed answer is also needed for users, which is shown in Fig. 13.

Considering that using 3D text is a better defence against at-
tacks such as pattern recognition [85-91] than using 2D text, re-
searchers have designed a variety of 3D text CAPTCHA, includ-
ing the Super CAPTCHA, 3dcaptcha and Teabag 3D, and some
of these CAPTCHAs are actually used by websites. However, in
essence, 3D text can be considered as a 2D text pattern with noise
interference; therefore, this approach still may be attacked by

Fig. 10. An attack on Ticketmaster CAPTCHA.

Neurocomputing, https://doi.org/10.1016/j.neucom.2019.08.109

Please cite this article as: X. Xu, L. Liu and B. Li, A survey of CAPTCHA technologies to distinguish between human and computer,



https://doi.org/10.1016/j.neucom.2019.08.109

JID: NEUCOM

X. Xu, L. Liu and B. Li/ Neurocomputing Xxx (XXxx) Xxx

[m5G;May 19, 2020;4:45]

BO S& 700
Ros&7EYQ

Vertical histogram

| - |

BOS& PE
Color-filling
segmentation

Thick arc removal
(based on the
difference between

pixel count, shape and
location of the arcs and
those of characters)

Detaching characters that are
still connected (by dividing each
chunk into parts of the same
width knowing that the width of]
a test and the number of
characters in a test are fixed)

Fig. 11. An attack on MSN CAPTCHA.
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Fig. 12. Color-filled based CAPTCHA segmentation.

using pattern recognition technology [92-95]. For example, Nguyen
et al. conducted pattern recognition attacks on these three-3D text
CAPTCHAs and achieved recognition rates of 27%, 58% and 31%, re-
spectively.

In addition, to improve the usability of CAPTCHA, Google pro-
posed a design method based on multi-feature nonlinear com-
binations. The method uses a variety of features, such as visual
features, anti-segmentation features and anti-recognition features.
The method also has better usability with defending against at-
tacks such as machine learning and statistical models, which can
effectively improve the CAPTCHA recognition rate to 95.3% for
users.

(3) Universal text CAPTCHA attack method

As mentioned above, attacks on text CAPTCHAs usually detect
the locations of the character objects first and then recognizes
each character object separately [96]. This approach includes three
steps: preprocessing, character object segmentation and character
object recognition.

For machines, character object segmentation is generally more
difficult than character object recognition [4,97,98]. Therefore,

Bursztein et al. [99] systematically tested 15 kinds of text
CAPTCHAs with anti-segmentation features and proposed an at-
tack method named DECAPTCHA. The main idea of DECAPTCHA
is to evaluate the robustness of CAPTCHA by creating a tool-
box containing different attack and defence algorithms. Therefore,
it is also considered as the first universal text CAPTCHA attack
method. However, the DECAPTCHA only performs segmentation at-
tacks on character objects, and its performance is not effective on
reCAPTCHA. The main reason why reCAPTCHA can defend against
DECAPTCHA attacks is that it does not use the aforementioned
connected lines but uses a kind of negative kerning (or called char-
acter folding) technology [99] to defend against object segmenta-
tion attacks, as shown in Fig. 14.

To segment folded characters, Bursztein et al. [100] proposed
a universal text CAPTCHA attack method. Considering that the
sequential method [101] of the first segmentation and then the
recognition is adopted by common CAPTCHA attacks, the cur-
rent interference should be adjusted using a manual method,
which has limited applicability. In view of this, Bursztein et al.
[100] adopts the machine learning method to integrate the seg-
mentation and identify attacks, and it can successfully recognize
the text CAPTCHAs of Baidu, CNN, eBay, reCAPTCHA, Wikipedia and
Yahoo.

Gao et al. used stroke join point segmentation and column seg-
mentation methods to recognize character folding, and the recog-
nition rate of text CAPTCHAs was further improved [102]. In ad-
dition, they subsequently tried to follow the strategy of Bursztein
et al. [100] to integrate segmentations and identify attacks, and
a text CAPTCHA attack method based on Log-Gabor filtering was
proposed [103]. This method can recognize the 20 most widely
used text CAPTCHAs in 15 seconds (according to the Alexa ranking,
https://www.alexa.com/topsites), and achieve a recognition rate of
5%-77%.

Multiple segmentation hypotheses
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Fig. 13. The uncertainty of handwritten CAPTCHA and various segmentation schemes.
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Fig. 15. Interactive text CAPTCHA.
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Fig. 16. Google’s No CAPTCHA reCAPTCHA.

To defend against the CAPTCHA attack method that is de-
scribed above, researchers tried to improve the security using more
user interaction [104,105]. For example, Desai et al. [106] pro-
posed that human-machine differentiation could be implemented
through mouse operations. This interactive text CAPTCHA requires
the user to drag characters sequentially to the appropriate white
space as instructed, which is shown in Fig. 15 [107-111]. Subse-
quently, researchers further strengthened the security of interac-
tive text CAPTCHAs from the aspects of defending against third-
party attacks [112], increasing the input space [113], etc. For ex-
ample, as developed by Google, the latest version of No CAPTCHA
reCAPTCHA [114] has adopted this interactive method, which is
shown in Fig. 16.

(4) Text CAPTCHA design

In summary, researchers have conducted a series of studies on
the security and usability of text CAPTCHAs. However, there is
still no standard evaluation system so far. Chellapilla et al. tested
the usability of text CAPTCHAs for different types of interference
[26,77], and Yan et al. evaluated the performance with respect to
three aspects: the user recognition rate, response time and satis-
faction. Then, they tested the impacts of the interference type, text
content and presentation mode on the usability of text CAPTCHAs
[25,124]. Thomas et al. also proposed a systematic framework to
evaluate the security and usability of text CAPTCHAs [116].

From the development of text CAPTCHAs, different features
[117,118] are used to design traditional text CAPTCHAs with re-
spect to security and usability, such as different character styles
(word widths, fonts, and directions), random string texts, character

connect the blue points to each other

a8

Fig. 17. Drawing CAPTCHA.

folding, etc. However, most existing text CAPTCHAs can be cracked
by using simple image processing techniques (such as binariza-
tion, dilation, morphological processing, connectivity analysis, etc.)
combined with prior knowledge. For example, the No CAPTCHA
reCAPTCHA of Google is a kind of text CAPTCHA with good se-
curity and usability, but it has also been cracked by the popu-
lar deep learning techniques in recent years [119]. In addition, re-
cently, Jaderberg et al. [120] proposed a text detection and recog-
nition method based on current popular end-to-end deep learning.
This method can recognize the text in natural scenarios, and so it
is also expected to be used to attack text CAPTCHAs.

3.2. Image CAPTCHA

As a large number of text CAPTCHAs were successfully cracked,
researchers tried to design hard Al problems that were harder than
character recognition. By designing problems such as image ob-
ject detection, target recognition, and scene understanding, image
CAPTCHAs have been used to test the differences in human and
machine capabilities on these problems and protect against ma-
licious bot program attacks. Most image CAPTCHAs do not need
text inputs; thus, they are suitable to implement on mobile devices
with better usability [121-123].

3.2.1. Model-based image CAPTCHA

Image CAPTCHAs rely on labelled image data. However, the
labour that is required to manually annotate image data is sig-
nificant, and using network image data makes it difficult to en-
sure reliable sources. Therefore, researchers attempt to generate
image CAPTCHAs based on models. Different 2D/3D models are
constructed using image modelling so that a large amount of test
image data can be generated by only adjusting the model parame-
ters [124].

A drawing CAPTCHA is a 2D model-based image CAPTCHA [113-
127]. As shown in Fig. 17, it first displays points with unique
shapes and noises on the screen and then lets the user find and
connect them to each other. However, the noise point in a Drawing
CAPTCHA is not very similar to the target object point, and so it is
vulnerable to object segmentation attacks. For example, Lin et al.
[128] made use of the differences between diamond shape points
and interference noise points to attack and achieved a recognition
rate of 75%.
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Fig. 18. Artifacial.

Artifacial uses a more complex 2D face model [129,130] to de-
sign image CAPTCHAs based on the differences in human facial
recognition abilities [131]. Aimed at the low similarity of targets
and noises in Drawing CAPTCHAs, face-like noises are introduced
into the image background by Artifacial, and the user needs to
find the unique face and locate the facial feature points, as shown
in Fig. 18. However, existing machine learning algorithms can at-
tack them by training and learning the characteristic differences
between the face-like noise and the target face in Artifacial. For
example, Zhu et al. [132] reduces the difficulty of segmentation at-
tacks by learning this feature to reduce the noise and achieves a
recognition rate of 18%.

Two-dimensional/3D model-based image CAPTCHASs can gener-
ate a large amount of test image data by adjusting the model pa-
rameters, but this method is vulnerable to attacks such as machine
learning and pattern matching.

3.2.2. Database-based image CAPTCHA

Because it is difficult to guarantee the security of an image
CAPTCHA based on a 2D/3D model [133-136], researchers build
the image database using manual labelling, and the designs of the
database-based image CAPTCHA are built according to the differ-
ences between humans and machines with respect to their image
recognition abilities.

(1) Based on image object recognition

Early database-based image CAPTCHAs mostly recognized
generic objects, such as cats, dogs, and human faces. Chew et al.
studied the image CAPTCHAs based on object recognition technol-
ogy and proposed three defensive strategies for its security [137]:
an increased database size, a dynamically updated database, and
added interference to the image.

Collage is designed based on strategy 1 to distinguish humans
from machines by letting users recognize one object in 6 annota-
tion images [138,139]. Because Collage selected 6 labelled images
randomly to compose the test data, it can effectively increase the
size of the database. However, because the number and positions
of the objects in the test image are fixed and there is no noise
that is incorporated into the image, Collage is vulnerable to object
segmentation and recognition attacks.

Based on strategy 2, Elson and others worked with Petfinder to
develop an image CAPTCHA called Asirra [140]. As shown in Fig. 19
[141], users need to recognize the images of cats from 12 images
of cats and dogs. To solve the high labour requirements of manual

Please select all the cat photos:

- O computer
Annotate step

Click step

Fig. 20. IMAGINATION CAPTCHA.

labelling, Asirra uses the image data from Petfinder’s website to
ensure the scale and dynamic update of the database. Here, Asirra
uses multiple choice questions to expand the solution space, thus
enhancing the security. Subsequently, Aggarwal et al. [142] further
expands the effect of Asirra and ensures the reliability of the data
through a large-scale online voting mechanism. However, Asirra is
vulnerable to attacks by using image recognition technology, such
as Golle et al. [40], which can distinguish cat and dog images in
Asirra by simply combining colour and textural features with a
recognition rate of 10.3%.

For strategy 3, Datta et al. add noise to the image and design
IMAGINATION [143]. As shown in Fig. 20, IMAGINATION first uses
division and jitter techniques to generate pseudo boundaries for
interferences and then adds interference lines and so on to in-
crease the difficulty of cracking the security. In addition, IMAGINA-
TION uses a cascade structure to expand the solution space. Subse-
quently, Datta et al. add different kinds of noise (such as brightness
changes, quantization noise, and jitter) to IMAGINATION. Further-
more, the effects of the different noises on the human-machine
recognition ability were tested [139,144-146]. However, IMAGINA-
TION only requires users to click on the centre area of any im-
age, and even with pseudo boundary interference, it is not difficult
for existing image processing algorithms to detect the boundary
of only one of the 8 small images. To bypass the low requirements
of IMAGINATION, a context-based object recognition attack method
was proposed in Zhu et al. [132], and the recognition rate reached
4.95%.

(2) Based on semantic content comprehending

With the development of image recognition technology, the se-
curity of image CAPTCHAs based on object recognition is greatly
challenged, so researchers sought to design hard Al image process-
ing problems that were more difficult. Considering that the main
differences between image CAPTCHAs and text CAPTCHAs are their
presentation (image vs. text) and interaction (mouse vs. keyboard),
Schryen et al. [147] systematically evaluate the objective indicators,
such as the effect and efficiency of these two types of CAPTCHA,
as well as the subjective indexes, such as the usability and the de-
gree of satisfaction, and explore the reasons why image CAPTCHAs
based on 2D/3D models and object recognition technology are eas-
ily attacked by image recognition algorithms. According to their re-
search results, the early image CAPTCHAs based on 2D/3D mod-
els and object recognition technology did not make full use of the
differences between human and machines using semantic content
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Use the slider to rotate image to its
upright position

Fig. 22. Image flip CAPTCHA.

and an interactive mode. Therefore, the subsequent design of im-
age CAPTCHAs mainly enhances the security with respect to the
semantic content and interactive mode [148].

The directionality of an object is the basic content of image
semantics. Gossweiler et al. [149] proposed a kind of What's Up
CAPTCHA based on the image direction. As shown in Fig. 21,
the user needs to detect the direction of the object in the ran-
domly rotated test image and then uses the scroll bar to rotate
the image object to the vertical direction. Banday et al. [150] fur-
ther adds interference noise to the image and proposes the image
Flip CAPTCHA, as shown in Fig. 22. Considering that using a 3D
model can better protect against attacks such as pattern recogni-
tion than using a 2D model, Ross et al. [151] proposed a sketch
3D model called Sketcha based on direction. As shown in Fig. 23,
this CAPTCHA based on object orientation can increase the testing
data and improve the requirements of the solution, and the inter-
active operation using the scroll bar can also increase the difficulty
of malicious bot program attacks. However, for symmetric images
in the database, it is difficult for users to judge their orientation. By
filtering these images manually, inevitably, there are high labour
requirements.

SEMAGE is a kind of image CAPTCHA that is based on seman-
tic content matching [152,153]. The user needs to understand the
content of each image first and then find the semantic matching
objects, such as the semantic matching image circled in Fig. 24. In
Matthews et al. [154], multiple image objects are concentrated in
one image using IMAGINATION, and the Scene Tagging CAPTCHA
based on the relationship between multiple image objects is pro-
posed. Unlike IMAGINATION, this kind of CAPTCHA is based on
semantic content matching, and more complex nonlinear image

Fig. 23. Sketcha images.

Choosa images of the sarme animal
[ene may be real piclure gnd Lhe wlaer @ car een image!l)

Fig. 24. SEMAGE CAPTCHA.

transformation noise is used. As shown in Fig. 25, the user needs
to determine the interrelationships between multiple objects in the
image and enter the results into the text box.

To reduce the input of the text box and improve the usability
of CAPTCHA, Basso et al. [155] proposed a mosaic-based method
of human-computer interaction verification, MosaHIP. As shown in
Fig. 26, MosaHIP objects are randomly distributed in different lo-
cations of Mosaic images and overlaid with other image objects
[156]. Users need to drag and drop the descriptive characters onto
the corresponding image objects. In addition, the latest version
of No CAPTCHA reCAPTCHA [114] that was developed by Google
further improves the usability of image CAPTCHAs, as shown in
Fig. 27.

However, the security of an image CAPTCHA, which is based
on semantic content understanding, also faces the challenge of de-
veloping image recognition technology [157,158]. For example, by
using deep learning technology that has been popular in recent
years, Sivakorn et al. successfully cracked Google’s version of No
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arrow.gif
code.php
cryptodict.html
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—
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Fig. 26. MosaHIP CAPTCHA.

I'm not a robot

Select all Images with pillars or
columns.

C

0o

Fig. 27. Google’s No CAPTCHA reCAPTCHA.

Reflection Rotation
Symmetry Reflection

Rotation

Symmetry None

Fig. 29. Symmetry detection-based image CAPTCHA.

CAPTCHA reCAPTCHA. To improve the security of CAPTCHA, Po-
lakis et al. [159] proposed an image selection and transformation
method based on Facebook’s social authentication to generate im-
age CAPTCHAs [160,161]. In this method, with features such as be-
ing unclear, blocked, or from the back, head images of a user’s
friends are used to defend against the image recognition attacks of
bot programs [162-164]. Users can identify their friends from these
avatars based on prior knowledge [165-168], as shown in Fig. 28.

However, the security of an image CAPTCHA, which is based on
semantic content understanding, also faces the challenge of devel-
oping image recognition technology. For example, by using deep
learning technology that has been popular in recent years, Sivakorn
et al. successfully cracked Google’s version of No CAPTCHA re-
CAPTCHA. To improve the security of CAPTCHA, Polakis et al. pro-
posed an image selection and transformation method based on
Facebook’s social authentication to generate image CAPTCHAs. In
this method, with features such as being unclear, blocked, or from
the back, head images of a user’s friends are used to defend against
the image recognition attacks of bot programs. Users can iden-
tify their friends from these avatars based on prior knowledge, as
shown in Fig. 28.

To improve image CAPTCHA security, it is necessary to design
more difficult hard Al image processing problems. According to the
benchmark test results that were provided by CVPR 2011, the ex-
isting object recognition algorithms perform poorly in image sym-
metry detection. In view of this, Funk et al. [134]| proposed an
image symmetric reCAPTCHA based on symmetric visual percep-
tion. As shown in Fig. 29, the symmetric reCAPTCHA is designed
based on different human-machine symmetric detection capabili-
ties, which are independent of the object’s type, size, shape, ori-
entation, colour, and other image features. The experimental data
that are used by a symmetric reCAPTCHA are obtained by 400
users manually annotating 1,200 Microsoft COCO images, with a
total of more than 78,000 labelled symmetric image databases. The
experimental results show that the symmetric reCAPTCHA has a
human-machine recognition rate of over 96%.

In addition, considering that deep learning technology still has
difficulty recognizing adversarial examples, Osadchy et al. proposed
an image DeepCAPTCHA [170] based on adversarial noise. On the
one hand, adversarial noise can effectively defend against the
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commonly used image preprocessing attacks so it has good secu-
rity. On the other hand, for users, adversarial noise has impercep-
tible perturbation characteristics. Therefore, the adversarial exam-
ples containing adversarial noise are almost exactly the same as
the original image, so DeepCAPTCHA will have better usability than
the existing CAPTCHA with interference noise.

In summary, the image CAPTCHA based on semantic content
understanding needs to identify most objects in the image, so it
can effectively improve the comprehension requirements. Further-
more, the multi-object combination can increase the size of the
database. However, these CAPTCHAs rely on image data with an-
notations, and manual annotations require extensive labour, thus
resulting in a limited image database size.

3.3. Sound CAPTCHA

Sound CAPTCHAs are usually used as an aid to text and im-
age CAPTCHAs for the convenience of the visually impaired [171-
173]. As shown in Figs. 16 and 27, Google’s version of No CAPTCHA
reCAPTCHA is equipped with sound CAPTCHAs in text and image
CAPTCHAs [174]. Many other portals are also using text and image
CAPTCHAs along with sound CAPTCHAs, such as eBay, Yahoo and
Microsoft [175,176].

From the perspective of human-computer interaction, the ex-
isting sound CAPTCHAs are mainly divided into keyboard inputs
[1] and voice retelling [177]. Voice retelling is more usable than
keyboard inputs. For example, Von et al. [1] uses spoken CAPTCHAs
for the convenience of human users with visual impairments.
Shirali-Shahreza et al. [178] further designed HearSay and SeeSay
CAPTCHAs on a smartphone app and provided the interaction
mode of voice retelling for the visually impaired and visually in-
tact. With respect to the keyboard input method, Bigham et al.
[179] add voice playback controls in the input text box for the
convenience of the users. Lazar et al. [180] also proposed a real-
time voice recognition SoundsRight CAPTCHA based on the differ-
ences in the speed of human-computer recognition of sound sig-
nals. However, these methods still have limited effects on improv-
ing the usability of sound CAPTCHAs, and the way that GPUs are
adopted by Xu et al. [181] to improve the recognition speed is also
expected to be used to attack SoundsRight CAPTCHAs.

From the perspective of security, sound CAPTCHAs are mainly
based on the differences between humans and machines with re-
spect to their sound recognition abilities [182]. Therefore, the ex-
isting methods generally improve security by adding interference
noise. For example, Kochanski et al. used 18 different kinds of in-
terference noise to protect against bot program attacks [148]. Chan
et al. reduce the sound recognition rate of bot programs by adding
background noise [183]. Sauer et al. defend against checksum and
signature attacks by adding silent states [61]. Soupionis et al. use
different voice signals, background noises, and random noises to
enhance the security of sound CAPTCHAs, which are used for net-
work voice call verification [184,185].

However, because the human visual system occupies more
brain space than the human auditory system, the security of
sound CAPTCHAs is weaker than that of text CAPTCHAs and image
CAPTCHASs [4,186]. Bursztein et al. attacked the sound CAPTCHAs
that are used by the eBay, Authorize, Yahoo and Microsoft websites
by analysing the difference between the background noise and tar-
get signal, thus reaching 82%, 89%, 45.5% and 49% recognition rates,
respectively [175]. This attack is based on low-pass RMS filtering
and eliminates the constant background noise and conduct object
segmentation. The sound signal corresponds to the position of the
remaining wave peak, and finally it can be identified by the classi-
fier.

Although the interference noise that used by Google re-
CAPTCHA, which is better at defending against sound preprocess-

? 2
There are 8 \ f 5 %ﬁj and @ ona

table,How many fruits are there on the F l’ in total?

Fig. 30. Question-based CAPTCHA.

X=Y+\
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Fig. 31. pcaptcha challenge.

ing attacks, has features similar to sound signals, with the contin-
uous development of machine learning technology in recent years,
the security of such sound CAPTCHAs is seriously threatened. For
example, Tam et al. use a window with a fixed length to search
target audio and identify it by using the peak energy [187]. Based
on the three features of extracting the MEL inverse spectral coef-
ficient, the perceptive linear prediction and the correlation spec-
trum conversion - perceptive linear prediction of the window’s au-
dio, Adaboost, SVM and k-NN machine learning [188-190] methods
are used to successfully attack the voice CAPTCHAs of Google, Digg
and reCAPTCHA, thus reaching 67%, 71% and 45% recognition rates,
respectively. Based on the automatic speech recognition method,
Meutzner et al. further improved the attack effect on reCAPTCHA
[191,192]. This attack method is designed mainly based on the dif-
ference in the reverberation tolerance between humans and ma-
chines, and it achieves a recognition rate of 62.8%. Subsequently,
Meutzner et al. design a sound CAPTCHA [193] based on this dif-
ference in human-machine tolerances. However, the security of this
sound CAPTCHA will also be greatly challenged with the continu-
ous development of machine learning algorithms [194-196].

3.4. Other types

(1) Math CAPTCHA

Math CAPTCHAs are designed based on the differences in the
ability of humans and machines in solving mathematical prob-
lems. Such as with the question-based CAPTCHA [197], as shown
in Fig. 30, most of the early mathematical CAPTCHAs used ba-
sic arithmetic operations (such as addition, subtraction, multipli-
cation, etc.) combined with information such as text and images.
Later, researchers successively introduced more complex mathe-
matical operations such as integrations and polynomials, but this
also raised the requirements on users’ mathematical abilities, so
the usability of such mathematical CAPTCHAs is limited. In view of
this outcome, the literature proposes a kind of handwritten math-
ematical sketch called a pcaptcha, which is similar to the drawing
CAPTCHA [198]. The pcaptcha does not require a user to have any
background in mathematics, but only uses a mouse or touch screen
to draw a mathematical formula in the presence of an interference
line, as shown in Fig. 31. However, with the continuous develop-
ment of OCR technology in recent years, the security of mathemat-
ical CAPTCHAs also faces great challenges. Hernandez-Castro et al.
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Fig. 32. Attacking way of motion CAPTCHA: (a) NUCAPTCHA attacking; (b) HelloCAPTCHA attacking.

[199] proposed a black-box attack method for these mathematical
CAPTCHAs, which was mainly designed based on the nonuniformly
distributed CAPTCHA parameters (including input parameters, se-
lection functions, distribution of correct answers, etc.).

(2) Motion CAPTCHA

Motion CAPTCHAs are designed on the basis of human and
machine ability differences in tasks, such as identifying mov-
ing objects, dynamic characters, or video fragments [200-202].
There are relatively few studies on such CAPTCHAs. Currently, NU-
CAPTCHA1land HelloCAPTCHA2 are widely used. On the one hand,
attacks against motion CAPTCHAs are more difficult than text and
image CAPTCHAs because the segmentation and identification of
dynamic targets is more complex than static targets [203,204]. On
the other hand, the attacks for motion CAPTCHAs can also be more
accurate because the target will appear in multiple video images.

From the perspective of security analysis, the main idea of at-
tacks against motion CAPTCHAs is to locate key frames from a
video to transform a video processing problem into a text or image
processing problem. As shown in Fig. 32, Bursztein et al. [205] and
Nguyen et al. [206] designed attack methods against NUCAPTCHA
and HelloCAPTCHA, thus reaching recognition rates of 83% and 16-
100%, respectively. Such attacks are designed primarily for attack-
ing the design flaws in NUCAPTCHA and HelloCAPTCHA, includ-
ing the significant differences in the text and noise features, fixed
character lengths or positions, improper colour usage, video frame
lengths, and delay fixations.

Xu et al. further studied the security and usability of NuCaptcha
with different noise interferences (such as overlapping characters
and emerging images [207]) [181,208]. The results show that the
traditional motion CAPTCHA (such as NuCaptcha) is based on de-
tecting persistent or slowly changing targets, which makes it vul-
nerable to computer vision algorithm attacks, and GPU implemen-
tation can even be faster than manual recognition. The emergent
CAPTCHA can effectively improve security, as shown in Fig. 33. On
the one hand, the single frame image in an emergent captcha lacks
enough information for target recognition. On the other hand, the
time series changes between video frames also increase the diffi-
culty of the correlation analysis between video frames.

Kluever et al. proposed a video CAPTCHA based on semantic an-
notations [209]. This kind of CAPTCHA uses YouTube videos with
label information. By letting the user describe the video with three
words, it can conduct human-machine identification according to
the difference in the semantic comprehension ability of humans
and machines with respect to videos, as shown in Fig. 34. Since
YouTube videos have been provided with label information by the
uploader, the size and dynamic update of the video database can
be effectively guaranteed. However, this CAPTCHA is vulnerable to
the attacking of video preprocessing and video retrieval, and the
voice signals in video also provide auxiliary information for attack-
ing [209]. In view of this, Bursztein proposed a scheme to improve

1 owel

awel} B JO uoneald
|+ swely
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Fig. 33. Emerging CAPTCHA: (a) Top: noisy background frame. Middle: derivative
of foreground image. Bottom: singleframe for an Emerging captcha. (b) Successive
frames

00159 :':; o |

Type 3 words that best describe this video:

Submit

Fig. 34. YouTube video CAPTCHA.

the security of motion CAPTCHA by introducing a moving back-
ground to confuse the target [205]. However, foreground target de-
tection has long been a research topic in the field of computer vi-
sion, and so this scheme may be attacked by video preprocessing
and other methods.

Neurocomputing, https://doi.org/10.1016/j.neucom.2019.08.109

Please cite this article as: X. Xu, L. Liu and B. Li, A survey of CAPTCHA technologies to distinguish between human and computer,



https://doi.org/10.1016/j.neucom.2019.08.109

JID: NEUCOM

[m5G;May 19, 2020;4:45]

12 X. Xu, L. Liu and B. Li/Neurocomputing xxx (XxxXx) XXX

(c) Parking Game

Fig. 35. DCG CAPTCHA: targets are static, but the objects are dynamic.

(3) Game CAPTCHA

In order to improve the usability of CAPTCHAs, researchers tried
to design CAPTCHAs according to the differences between hu-
mans and machines when playing games. The goal of the game
CAPTCHAs is to allow users to handle CAPTCHAs with ease while
effectively defending against malicious bot programs. At present,
there are relatively few studies on game CAPTCHAs [29], and the
typical example is the dynamic cognitive game (DCG) [210]. As
shown in Fig. 35, the DCG CAPTCHA allows human users to interact
with a series of dynamic images for human-machine recognition

Mohamed et al. [211] is the first investigation to study the se-
curity and usability of the DCG CAPTCHA. According to the exper-
imental results, the DCG CAPTCHA can effectively protect against
relay attacks from third parties while providing high usability.
However, the DCG CAPTCHA is vulnerable to automatic dictio-
nary attacks. Aiming to address this problem, Emerging Images (EI)
[207] technology was utilized in the motion CAPTCHA to effec-
tively defend against automatic dictionary attacks [212]. Recently,
with the development of deep reinforcement learning technology,
programs have gradually exceeded users’ abilities to handle game
CAPTCHAs [170]. The security of game CAPTCHAs is also facing
great challenges.

3.5. CAPTCHA performance towards genetic attacking

In order to evaluation the performance of different CAPTCHA
methods, we collect various CAPTCHAs on the web and test their
robustness towards genetic attacking methods.

The robustness of a CAPTCHA can be evaluated by investigating
its ability to defend the possible attack. As text-based CAPTCHAs is
the most commonly used type of CAPTCHA, and is related to most
of other CAPTCHA technologies. Many defending strategies may be
mentioned in one type of CAPTCHA, but can be applicable to other
types as well.

(1) Object segmentation defending

The CAPTCHA object segmentation, which conducts after the
preprocessing step, is usually combined with the vertical his-
togram, color filling, snake and other methods. The preprocessing

Match the slurpes

@
> @

(b) Shapes Game

Feed the animals

& \_ ¢

53
Ire

(d) Animals Game

step mainly removes noise interference, such as background pat-
terns and connecting arcs, to facilitate CAPTCHA object segmenta-
tion.

Accordingly, the object segmentation defending of a CAPTCHA
can be improved by introducing strategies to the test data to make
segmentation harder. Typical method includes applying degra-
dations, e.g. character overlapping, masking operations. Another
method is utilizing background clutter, e.g. arcs, variety clutters.
Other methods include utilizing different colors, false boundaries,
and etc.

(2) Object recognition defending

Although object segmentation influence the attacking of
CAPTCHA to a large extent, defending against object recognition
can also be designed to improve CAPTCHA robustness.

Object recognition attacking generally includes pixel statistics
and dictionary attacking. Accordingly, the object recognition de-
fending of a CAPTCHA can be improved by introducing strate-
gies to the test data to make recognition harder. Typical method
utilizes different style/fonts to defend pattern recognition attacks.
Another method uses visually similar but semantically different
characters/images/audio to confuse pattern recognition techniques.
Other methods include using random data, removing or deforming
features.

4. Conclusion and future work

In summary, it is generally recognized in the field of network
security that CAPTCHA design with both security and usability has
become increasingly difficult [170,213]. According to the literature
review [4,30,214,215], most of the existing CAPTCHAs use highly
differentiated objects in their tests, which are vulnerable to be-
ing exploited by programs. Considering that users can more easily
identify subtle differences between similar objects than machines
[128], current research focuses on using similar objects for man-
machine discrimination tests. For example, Google’s No CAPTCHA
reCAPTCHA [114] takes this approach and provides text, images,
and sound CAPTCHAs with good security and usability.

However, No CAPTCHA has actually violated several important
CAPTCHA and general security principles in its design. For example,
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the letter P in CAPTCHA stands for Public, while No CAPTCHA does
not expose the internal functions that it uses. Instead, it uses many
convoluted Javascript codes to realize the concept of “hidden secu-
rity”. Nevertheless, No CAPTCHA has been cracked by deep learning
technology in recent years [119]. In view of this outcome, on the
one hand, a few works [114,128,175] that adopt this scheme tend
to limit the number of similar objects. On the other hand, with
the continuous progress of deep learning technology, the security
of such schemes also faces great challenges.

To improve the security of CAPTCHA, the future design of
CAPTCHA needs to focus on defence against attacks by algorithms
such as deep learning [216]. The purpose of deep learning is to
learn multilayer feature representations and abstractions from dif-
ferent types of data, among which the convolution neural network
[217-219] has been successfully applied to image classification
[220,221] and other tasks since 1989 [222]. In recent years, AlexNet
[223] has further improved the architecture of the CNN and signifi-
cantly improved the classification effect. It has been widely used to
train CNNs on GPUs. However, deep learning technology currently
is limited when facing hard Al image processing problems, such
as symmetry [169] and adversarial examples [170,224]. Therefore,
how to design CAPTCHAs with respect to the defects of deep learn-
ing is a possible future research direction, such as the work carried
out in Osadchy et al. [170].
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